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Now that we are en-
tering the heat of the 
campaign season, we 
can expect the next 

three months to be filled with news reports 
of the endless polling that is the hallmark 
of modern campaigns. Pundits at both the 
state and federal levels will parse the data, 
examine every nuance, and confidently an-
nounce what it all means. Or at least their 
own interpretations of what it all means. 
After all, it’s not unheard of for two talking 
heads to look at the same figures, with one 
declaring that the results are great news 
for one side and the other coming to the 
opposite conclusion.

Fortunately, the results of recent polling 
– one survey conducted by the American
Bankers Association and another by the

Edelman Trust Barometer – provide a less 
ambiguous picture of how the consumer 
public views banks.

Let’s look at the Edelman results first. In 
total, Edelman surveyed more than 32,000 
people in 28 countries, with banking 
scoring a 65 on their 1-100 trust index, up 
three points since last year and 12 points 
from a decade ago. Banking is trusted 
more today than ever since the 2007-2008 
financial crisis. Banks were also found to 
be more trustworthy than other financial 
services industry sectors, including insur-
ance, financial advisors, and investment 
managers. 

These results were all the more impres-
sive, given some recent, well-publicized 
bank failures, which undoubtedly colored 
at least some opinions in the U.S. That 
said, the developing world still holds its 
banks in higher regard than those in more 
established countries such as the U.S., so 
we still have room for improvement.
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By Dan Morgan, CTO, Teknologize
The domain name landscape has transformed significant-

ly since its inception in the early 1980s. Initially serving as 
organizational tools for the internet, domain names gained 
prominence in the 2000s as businesses rushed to establish their 
online presence. Common practices included securing “.com”, 
“.net”, or “.org” domains, which served as virtual storefronts for 
showcasing products and services. 

While websites were often developed and left relatively un-
changed for years, the rise of online banking prompted busi-
nesses to make incremental updates to their digital platforms. 
In recent years, the domain name landscape has expanded 
with the introduction of new top-level domains (TLDs), 
providing businesses with a wider array of options beyond 
traditional extensions. 

This proliferation offers opportunities for businesses to align 
their domain names more closely with their industry, offer-
ings, or branding strategies, reflecting the dynamic nature of 
the internet and its increasing importance in modern business 
practices.

Fast Forward to Present
In 2024, the domain name landscape has evolved dramatical-

ly beyond the traditional “.com”, “.net”, or “.org” extensions. The 
introduction of new top-level domains (TLDs) has diversified 
options for businesses, with extensions like “.bank” becoming 
increasingly familiar. Additionally, TLDs such as “.app” have 
emerged, reflecting the expanding digital ecosystem. 

While traditional TLDs remain unregulated, requiring only a 
registration fee for acquisition, the emergence of regulated and 
highly regulated domain names marks a significant shift. These 
regulated domains impose specific rules and requirements, 
ensuring authenticity and trustworthiness. 

This evolution underscores the dynamic nature of the inter-
net and its ongoing impact on business practices, emphasizing 
the importance of adapting to new trends and regulations in 
the domain name landscape.

What’s the Difference Between Regulated and Unregulated 
Domain Names?

Regulated domain names are governed by specific rules and 
criteria. For instance, TLDs like “.games” have stringent poli-
cies regarding trademark usage, requiring proof of ownership 
for registration. Additionally, these domains often prohibit 
illegal activities and mandate adherence to data protection 
standards.

Contrastingly, TLDs such as “.loan”, “.mortgage”, and others 
offer broader accessibility, catering to both individuals and 
businesses without stringent verification requirements.

However, the spotlight shines brightest on highly regulated 
domains like “.doctor”, “.bank”, and “.university”. Governed by 
strict oversight bodies, these TLDs undergo thorough authen-
tication processes, including verification of credentials and 
licensure, typically conducted bi-annually. 

This meticulous scrutiny ensures that only legitimate enti-
ties secure these domains, enhancing trust and credibility in 
the online space. In the ever-evolving digital landscape, these 

highly regulated domains serve as beacons of reliability, pro-
viding reassurance amidst the complexities of online presence 
management.

Effect on Cyber Security
Initially, the introduction of new top-level domain (TLD) 

options may appear to have minimal impact on an organiza-
tion’s cybersecurity posture. After all, the verification process 
for registering parties should theoretically bolster trust among 
end-users. However, as with many innovations, there are 
drawbacks alongside the benefits. Consider social media: while 
it facilitates communication and outreach, it also presents 
security risks.

Take, for instance, the availability of “.bank” domains. While 
securing such a domain may authenticate a financial institu-
tion’s status, it can inadvertently foster a false sense of security 
among customers. This becomes evident when unsavory indi-
viduals exploit similar-sounding domains, such as “myBank.
loan” or “yourbank.mortgage” to create spoofing pages. These 
deceptive sites can dupe customers into divulging sensitive in-
formation like loan numbers or social security numbers, often 
without raising immediate red flags.

Unfortunately, many customers may not recognize these 
fraudulent activities until after their data has been compro-
mised. Hence, it’s imperative to educate customers about 
these risks and actively mitigate them. One approach could 
involve defensively acquiring additional TLDs like “myBank.
mortgage” or “myBank.loan” to prevent malicious actors from 
exploiting similar domains. Alternatively, investing in robust 
customer education campaigns can empower users to identify 
and report suspicious online activities promptly. 

Ultimately, safeguarding both data and customer trust in the 
digital realm necessitates a multifaceted strategy that combines 
proactive defense measures with comprehensive education 
initiatives.

Brand and Reputation Management
Another significant concern stemming from the proliferation 

of domain name TLD offerings is reputation management. 
Certain TLDs, such as “.sucks” or “.fails” carry connotations 
that institutions like ours would prefer to avoid. 

Affiliation with these TLDs could potentially tarnish our 
organization’s reputation, attracting negative attention and 
distracting us from the positive work we strive to accomplish 
daily. Just as we diligently monitor for spoofed domains, it’s es-
sential to remain vigilant regarding websites that may misrep-
resent our organization or propagate false narratives about us.

In light of these challenges, adopting a defensive approach 
akin to that of celebrities acquiring their affiliated “.sucks” 
TLDs to mitigate negative press may be warranted. 

Proactively securing domains like “yourbank.sucks” or 
“yourbank.fails” could prevent unauthorized entities from 
exploiting them and tarnishing our brand image. By preemp-
tively addressing potential reputational risks associated with 
specific TLDs, we can uphold our organization’s integrity and 
maintain the trust and confidence of our stakeholders. 
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